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Abbreviations

Abbreviation Expansion

ABPMJAY Ayushman Bharat Pradhan Mantri Jan Arogya Yojana

AERB Atomic Energy Regulatory Board

Al Artificialintelligence

API Application Programming Interface

ASHA Accredited Social Health Activist

AYUSH Ayurveda, Yoga & Naturopathy, Unani, Sikka, Homeopathy

BoCW Building and otheconstructionworkers

CAPF Central Armed Police Forces

CCIM Central Council of Indian Medicine

CDAC Centre for Development of Advanced Computing

CDS Clinicaldecisionsupport

CGHS Central Government Health Scheme

CME Continuingmedicaleducation

DGHS Directorate General of Health Services

EHR Electronichealthrecord

EMR Electronicmedicalrecord

ESIC Employee State Insurance Corporation

FHIRR4 Fast Healthcare Interoperability Resources Release 4

GCC Government Cloud Computing

GIA Grantin-aid

GIS Geographignformation system

Gol Government of India

HCP Health Claims Platform

HIP Healthinformation provider ¢ any entity that creaéshealth information
pertaining to a user and is ready to share it digitally with sbgradopting to
compliant software

HIU Healthinformationuser¢ any entity that intends to view health records of an
individual with their informedconsent using comant software

IEC Information, educationand communication

IndEA India Enterprise Architecture

loT Internet ofthings

IPD In-patient department

IRDAI Insurance Regulatory and Development Authority of India

ISO InternationalOrganization of Standardization

IT Informationtechnology

JAM Jan DhanAADHARMobile Phone

JEA Justenoughadministration

JIT Justin-time

KPI Keyperformanceindicator

KYC Know Your Customer

LOINC Logical Observation Identifiers Names &albles

M-Card Mobile card




MCI Medical Council of India

MeitY Ministry of Electronics and Information Technology
MoHFW Ministry of Health and Family Welfare

NCD Non-communicable diseases

NDHB National Digital Health Blueprint

NDHM NationalDigital Health Mission

NeGD National eGovernance Division

NHA National Health Authority

NHP National Health Policy

NHRR National Health Resource Repository

NHS National Health Stack

NIC National Informatics Centre

NICSI National Informatics Centre Servides.
NIKSHAY National Tuberculosis Elimination Programme
NIN Nationalidentificationnumber

NMC National Medical Commission

NQAS National Quality Assurance Standards

OPD Out-patient department

oT Operation theatre

OTP Onetime password

PACS Picturearchiving andcommunicationsystem
PHR Personal Health Record

PNDT Prenatal diagnostic techniques

POC Privacy Operations Centre

PTCA Percutaneous transluminal coronary angioplasty
RCH Reproductive andhild health

ROHINI Registry ohospitals in network of Insurers
SDG Sustainable Development Goals

SNOMEECT Systematized Nomenclature of MedicineClinical Terms)
SOC Security Operations Centre

TPAs Thirdparty administrator

UHC Universahealth coverage

UTs Union Territoy

VPC Virtual Private Cloud

WCD Women and Child Development




Chapterl
Context of the Mission

1.1. Background

1.2.

1.3.

1.1.1.

1.1.2.

1.1.3.

TheNational Health Policy (NHR)17 haghe following goal:

& ¢ t&inment of the highest possible level of health and wellbeing for all at all ages, through a
preventive and promotive health care orientation in all developmental policies, and universal
access to good quality health care services without anyone hawifeice financial hardship as a
02y aSljdsSy oS os

In a followup of the NHR2 gpecific goals for adoptg digital technologiesthe Ministry of Health
and Family Welfare constituted a committee headed by Shri J. Satyanarayatevetp an
implementation franework for the National Health Stack. Th@mmittee producedhe National
Digital Health Blueprint(NDHB), laying outhe building blocks and an action plan to
comprehensively and holistically implematigital health.

Taking forward the NDHB, this documedescribes the broadontext, rationale scope,and
implementationarrangementdor a digital ecosystem for healthcare services across the country.
Since he implementation is envisioned to be in a mission mode, the initiative is referred to as the
National Digital Health Mission (NDHM).

Vision of National Digital Health Mission
1.2.1.

To create anational digital health ecosystem that supportsiniversal health coverage in an
efficient, accessible, inclusive, affordable, timely and safe marthat providesa widerange of
data, information and infrastructure services, duly leveraging open, interoperable, standards
based digital systems, and ensarthe security,confidentiality and privacy of heakfrelated
personal information.

Objectives of National Digital Health Mission

1.3.1.

To strengthen the accessibility and equity of health serviéesluding continuum of care with

citizen as the owner of datan a holistic healthcare programme approach leveraging IT &

I 48a20AF SR G(GSOKy2f23A8a | yR & dzLadug Wil NE © Ghe EJIA

NDHM envisages the following specific objectives:

1. To establish statef-the-art digital healthsystemsfo manage the core digital health data, and
the infrastructure required for its seamless exchange;

2. To establishregistriesat appropriate leveto createsingle source oftruth in respect otlinical
establishmentshealthcareprofessionalshealth workers drugsand pharmacies;

3. To enforce adoption of open standards byraltionaldigital health stakeholders

To create a system qgbersonal health records, based on international standards, easily

accessible toindividuak and healthcare professionals and services providers, based on

individuaR & A y dogsél¥ S R

5. To promote development of enterprisgass health application systems with a specialifoon
achievinghe Sustainable Development Go#ds health;

6. To adopt the best principles of cooperative federalism while working with the States and Union
Territories for the realization of the vision;

7. To ensure that the healthcare institutions andfessionals in the private sector participate
activelywith public health authoritiesn the building of the NDHM, through a combination of
prescription andoromotion;
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8. To ensurenationalportability in the provision of health services;

9. To promote the useof clinical decisionsupport (CDS¥ystems by health professionals and
practitioners;

10.To promote a better management of the health sector leveraging health data analytics and
medical research;

11.To provide for enhancing the efficiency and effectivenesgouérnance at all levels

12.To support effective steps being taken for ensumuoglity ofhealthcare and

13.To strengthen existing healthinformation systems, by ensuringheir conformity with the
defined standards and integrian with the proposed NDHM.

1.4. Opportunity for the National Digital Health Mission

1.5.

1.4.1.

1.4.2.

1.4.3.

The current song public digital infrastructure including that related to Aadla, Unified
Payments Interface and wide reach of the Internet and mobile phdd&M trinity)t provides a
strong platform for establishing the building blocks of NDHM. &kisting ability to digitally
identify people, doctors, and health facilities, facilitate electronic signatures, ensure -non
repudiable contracts, make paperlessypgents securely store digitakcords,and contact people
provide opportunities to streamline healthcare informatithrough digital management

Ayushman Bharat Pradhan Mantri Jan Arogya Yojana {ABJAYhas successfullused the
available public digal infrastructure to provide entb-end services through amformation
technology [T) platform from identification of beneficiaries to their admission and treatment in
hospitals totheir discharge angbaperlesgpayment to hospitals. The experience of-RBIJAY can
be leveraged to expand the reach of digital health to all residents and developeanandinter-
operable health management system that empowers residents, healthcare provitess,
Governmentand researchers.

Emerging technologies such as artificial intelligenite internet of things (loT)Blockchain and
cloud computing provideadditional opportunities for facilitating a more holistic digital health
ecosystem, that can increase thquitableaccess tdealthservices, improve tath outcomes and
reduce costs.

Benefits and Impact

1.5.1.

1.5.2.

1.5.3.

The implementation of NDHN& expected to significantly improvbe efficiency,effectiveness,
and transparency of health service delivayerall Patients will be able tsecurely store and
access their medical records (such as prescriptions, diagnostic repattischarge summaries),
and share them with health care providers to ensure appropriate treatment and fallpwrhey

will also have access to more accurate infatimn on health facilities anderviceproviders.
Further, they will have the option taccess healtBervices remotelyhroughtele-consultation and
e-pharmacy. NDHM will empower individuals with accurate information to enable informed
decision making anshcreaseaccountability of healthcare providers.

NDHM will provide choice timdividualsto access both public and private health sersidacilitate
compliance witHaid down guidelines and protocolnd ensure transparency in pricing of services
andaccountability for thehealthservicesdeing rendered.

{AYAf I NI &z KSIfdK OFNB LINPFSaarAz2ylfa | ONRa&3Z
history (with the necessarinformed consent) for prescribing more appropriate and effective
health interventions. The integrated ecosystem will also emaddgtter continuum of careNDHM

will help digitize the claims process amlablefaster reimbursement. This will enhance the overall
ease of providing services amongst the health care providers.



1.6.

1.5.4. Atthe same time, policy makers and programme managéisave better access to data, enabling
more informed decision making by the Government. Better quality of macro and +#eeb data
will enable advanced analytics, usage of hedltbmarkers and better preventive healthcare. It
will also enable geographyd demographybased monitoring and appropriate decision makiog
inform design andtrengthen implementation ofiealthprogrammes and policies.

1.5.5. Finally, researchers will greatly benefit from the availability of such aggregated information as they
will be able to study and evaluate the effectiveness of various programmes and interventions.
NDHM would facilitate a comprehensive feedback loop between researghelisymakersand
providers.

Guiding Principles

1.6.1. The NDHM will be designedeveloped,deployed operated and maintainethy the Government
in accordance wittthe guiding principles alsid outin NDHB. The NDHM guiding principles are as
follows:

1.6.2. Business Principles (Health Domain Principles)

1.

2.

NDHMwill be wellnesgentric and wellnesdriven - Wellness centres and mobile screening
teams will be strengthened througieakttime access t@ersonalhealth records.

NDHV will educate and empoweindividuak to avail a wide range of health amgeliness
services- Mass awareness and education will be promoted through use of appropriate
platforms and a portfolio of Health Apps.

NDHM systemswill be designed to be inclusiv&pecialized systems will be designed to reach
2dzi G2 GKS CdigighlRefaeSénintSily, and tRbal areas.

NHDM will ensuresecurity andprivacy by design A National Policy on Security of Health
Systems and Privacy of Personal Health Records will be developextordance with the PDP

Bill 2019 All the building blocks that require handling personal health records will be designed
to comply with sucta policyat the outset

NDHMwill be designed to measuend display theperformance and accountability of akalth
service providers - Realtime monitoring of performance of all health institutionsand
professionals against agreed KPIs will be done amessce level®f the health sectorand
publisted.

NDHM will have a national footprint anavill enable seamless portability across thauntry
through aHealth ID¢ Personal Health Identifiewith supporting blocks, including adoption of
Health Information Standards will play a pivotal role in national portability.

The ecesystem of NDMwill6 S o0 dzA f G o & Ay 3 Hgystarliskdl, scaldfih & D4 L
- NDHM will adopt a combination of strategies like taking a minimalistic approach for designing
each building block, prioritizing and sequencing of the development/ launch of thesksbloc
and designing a technology architecture that aapidly and agilelyscale horizontally and
vertically.

1.6.3. Technology Principles

1.

2.

NDHMwill be developedy adopting India Enterprise Architecture Framework (IndERje
design of the building blocks of NDHwill adopt and conform to IndEA by defaultll the
design and development effortgill adopt the Agile INdEA Framework notified by MeitY.

All the building blocks and components of MDHvill conform to open standards, be
interoperable and based on Open Source Software products and open source develdprment
policy on Open Standards and @pSource Softwarenotified by MeitY Gol,will be adopted



in designing of the building blocks and in all procurements. Interoperability will be inherent to
all the building blocks.

. Federated Architecturavill be adopted in all aspects of NDHMDnly theidentified Core
Building Blocks will be developed and maintained centrally. All other building bioktkse
designed to be operated in a federated model that factors regional, 4éatel and institution

level platforms and systems to function indepentlgriout in an interoperable mannes
defined in NDI¥, the datawill be federatedandstoredclose tothe point of generation.

. NDHMwill be an Open ARJased ecosystem All the building Blocks will be architected
adopting the Open API Poliogptified by MeitY, Goand will share data as pestandards as
defined in NDHBSecurity and Privacy will be built into the design and development of the APIs,
which should be audited for security and privacy before deployment.

. All major legacy systemaill be assessed for conformance to NDHB principles and leveraged to
the extentfeasible- Compliance of legacy systems to the Blueprint principlesAsgittIndEA
principles will be assessed through an appropriately desigissdssmentool to evaluate the
current conformance and effort requideto integrate them with NDHM Only thog legacy
systems that cross the bar will be allowed to operate within the-ggstem.However, the
useful data about healthcare providers, labs, patients available in the legacy applications
be leveraged and utilized to the extent possible, leading to savings in time and effort in
collecting such information again.

. All the components, building blocksegistries,and artefacts of NDM will be designed
adopting a minimalistic appro&ic- Easy,early, and collective adoption of the Blueprint by
majority will be critical to its success. Hence every component of the Bluepiiirtie designed

to be minimalistic.

. All the registries and other master databases of NDAll be built as Single SourcETauth on
different aspects and backed by strong data governanBeid validatiorprocesses Wl be
FLILX ASR (2 Fft YIyRFG2NE WTA &ill bedefnEd fad&ll SdreNJ 2
databases and strong, dedicated data governance structwiktde established at the State
and Central levels.



Chapter 2
Scope of the Mission

2.1. Introduction to the scope of NDHM

2.2.

2.1.1.

2.1.2.

2.1.3.

The National Digital Health Mission will implement t@e and commordigital building blocks
required for healthcare and make them accessible as digital public goods to both the public anc
private ecosystem. The National Digital Health Blueprint idestgeveral of the building blocks
required to be developedSee Annexure 1)

The building blocks will be available as a collection of elmagkd services. Each service will
provide just one capability across multiple health services, accessible ke pen APlswith
built-in security by desigandadequateauthentication,authorization,and accesprotocols ager
NDHBand notifiedfrom time to time by the GovernmeniTogether these will create a powerful
framework to enable better healthcare delivery and management for the country. Details on the
National Digital Health Bluepriatre accessiblat https://nha.gov.in/NDHB

NDHMwill need to develop a strong set of mandai@sd promotionto ensure adoption across
both public health and private ecosystems to help realize the vision of anaoptnable health
ecosystem.

Health Data

2.2.1.

2.2.2.

2.2.3.

Health data is critical for creating holistic views of individuals, personalizing treatments, improving
communication between caregivers aimdlividualsand delivering better health outcomes. Health
data can be classified into the following categories

1. Pesonal Health Data Data related to a individualcontaining detailed information of various
health conditions and treatments. It includes any data with personally identifiable information
of various stakeholders, e.g. healthcare professionals.

2. Non-Persoral Health Data Includes aggregated health data like number of dengue cases and
anonymized health data where all personally identifiable information has been removed. This
will also include information about health facilities, drugs etc. whicotinvolve personally
identifiable information.

Healthcare providers create health data for patiémdividuals during each encounter. Most
providers issue a physical copy of a health report to patients as part of the treatment. These
commonly include diagnostireports, discharge summarigsiescriptions,and clinical notes. n
patient case files such as OT notes are currently not shared unless requested by the patient.
The Mission will require healthcare providers to share a digital copy of any health réygonts
physically shared with the patient to enable creation of longitudinal health records.

India is moving fast towards adoption of software systems in healthcare. The types of software

used to manage health information include:

1. Electronic Medical Rexrds (EMR} This refers to systems that are used within a hospital or a
clinic to support patient diagnosis and treatment and are transaction focused. NDHM requires
these systems to be updated to support standards and provide access of the data tdgatien

2. Electronic Health Records (EHREHRS contain records for a patient across multiple doctors
and providers and is used within a Healthcare system (like say across a state government) |
provide better care for patients


https://nha.gov.in/NDHB

3.

Personal Health Record®HR) PHRs enable patients to compile, update and keep a copy of
their own records that can help them better manage their care and are person focussed.

2.2.4. Federated Architecture of Health Data

1.

NDHM will implement a federated health records exchange systenwill enable patient

data to be held at point of care @t closest possible locatidio where it was created. Health
records will be accessible and shareable by the patient with appropriate consent and
complete control of the records will remain withe patient. An appropriate digital consent
framework as per standardspecified by NDHBeveraging DigiLocker consent management
framework to the extent possibleyill be adopted for consent management.

Topatrticipate in the federated health records system, Health care providers are expected to
adopt software that enables them to becorikealth InformatiorProviders E1P$, also knowa

as Health Data Fiduciariéghiswill be any entity that iscreating health information pertaining

to a user and is ready to share it digitally with gy adopting to softwareompliant with
NDHM standards and policiddIPswill keep a digital copy of both inpatient and outpatient
health records they issue taagients as per policy. The current guidelines issued by MoHFW
requires care providers to store medical records digitally indefinitely.

Till such timedigital services are made mandatorngaintenance ofphysical records will be
required. While option of @jital HealthID will be therein casea persondoes notwant Health

ID, thenalsotreatment should be allowed.

HIPswill be required to ask patients fortdealth ID educate and creatklealth IBfor patients

as required, keep a link of thdealth IDwith the medical documents they produce, and issue
0KS YSRAOIFf R2O0dzyYSy i a ThetotneHiPite KealthllcaieXaSilfyli Q 2
will be required teenrolin the NDHM health care infrasicture registryd | S+ § K OF NB
Registry)

Health information users (HIUg)ll be able torequestfor health records of a patienThese

will be any entity that intends to view health records of an individual with consent of the
individual usingcompliant softwareEMR systemsloctors, applications providg advice to
patients by looking at health records will need to implement HIU specifications. HIUs cannot
get any data without patient consent.

Many entities who are HIPs will also be HIHewever, the twohavelargely independent
responsibilities with their owrflunctions Any entityintendingto take either of the roles will

need to adhere to the guidelines specified for being a HIP aorHHRsarefiduciaries of health

data storing the alth records of individuals, wherein theHIUs are the
individuals/organizations who will request access to health data and get the same if consent
is given by the individual

2.2.5. Formats and Adoption of Standards for Health Data

1.

The NDHB has recommended sl health data standards for adoption and use including
FHIRR4, SNOMEDT, LOIN@CD10/1] as requiredand notified by Government from time to
time. The current adoption of standards is extremely poor across health care providers. The
Mission will follow a path that enables gradual adoption of standarddIP\s
HIPsmust sharewith patients,a digital version of any document already being givetht®
patient like

a. Diagnostic reports microbiology pathology,and radiology

b. Discharge summariesfor all inpatient treatments

c. Clinical Notes-for inpatient and outpatient encounters

d. Prescriptions medications, glasses

e. Immunization records



3. NDHM willpublish the formats to be used klIPsfor each of these document$ilPsmust
ideally share the documents in standards compliaith FHIRR4 resource format. For an initial
period, the design will allow for existing PDF and image files to be sharetHiRR4# resource
wrapper.

It is envisaged that modern artificial intelligence (Al) techniques that can extract relevant
information from these existing health record formatsll become rapidly available and help
HIPsin this transition to standarddNDHMwill keep a check on the reliability of Al systelnys
laying down guidelines and standards

4. This adoption approach is expected to ensure patients and doctors get access to health recorc
in the current formats they are used to seeing today and grdguaigrate to a standards
based document format over time.

2.2.6. Health Data Anonymization and Aggregation
EveryHIPwill also produce aggregated health data, for example the number of dengue cases
or number of PTCAs performed each day. This aggregated data feed will become part of th
braA2ylFt 1 SFEOGK 'ylIfeaiAaoa | NO&KpersohaDdeazNdars (
the irreversible process of transforming or convegipersonal data to a form in which a data
principal (owner/individual) cannot be identified. The NDHB recommends providing
Anonymizatiorasa-Service that can be used ByPg0 anonymize data as close to the source
as possible. Nopersonal health data both aggregated and anonymized are very important for
the development of the health ecosysteiata classification intpersonalhon-personalwill
be linked tothe PersonaData Proection Bill2019

2.2.7. Health Data Legal Framework

1. Thelaws,rules andregulations pertaining to personal health data are predominantly covered
under the Personal Data Protection Bill, 2019 currently in the ParliamentThe overall
framework of NDHMuwill be aligned with the framework dhe draft PersonaData Protection
Bill. The draft Bill has provisions f@suance okector specific regulations thaire critical to
the implementation of NDHM. The federated health et exchange has been designed to be
compliant with the provisions of the draft Bill. The Government has set up a committee to
examine the regulations required for use of Aparsonal data as well. The recommendations
of this committee would be integral thnalize the policies related to access to Aoersonal
health data as part diDHM andwill be taken up in Phase 2/3 of the implementation of NDHM
as explained ifsection 3.2 of this document

2. Health records under NDHM are digitally signed and arevadgnt to paper records under the
IT Act and can be used in legal scenarios like medico legal Castsntypes ofuse of personal
health data are expected to be prohibited even if the data was provided with consémt
exampleusage of data focommercialpromotions A list of such useases will be finalized by
NDHM in consultation with MoHFW and other stakehotler

2.2.8. Underlying Principle®f Health Data Management
1. The following elements are part of the design of the federated health record ecosystem:
a. Individual Owned:All records and their components will be owned and controlled by
individualst HIPswill be data iduciaries.
Health LockersPatients will have choice to keep a copy of their records in their own
cloud store called Health Lockers. Patients will have the ability to store all records
throughtheir lifetime in these lockers. Several Health Lockers will exist giving patients
adequde choice & security. Digicker initiative of NeGD, Meithall be the prioritized
choice for Health Lockers, while the individuals will be abledtosiderother options
too, with appropriate compliance as defined in NDBBjilocker will provide access



users of their electronic health records and will also provisiondrinstance of
Digilocker as Health Locker astbrage infrastructure for this purpose case required

by MoHFW.The Government may also provision for appropriate IT Infrastructure
including storage for Health Lockers as the preferred choice.

. Consent Driven Sharingfiealth records will be accessible and shareable by the patient
with appropriate consent, and complete control of the records will remain with the
patient. The appropriatedigital consent frameworKleveraging DigiLocker consent
management framework to the extent possibleyill be adopted for consent
management. The design supports delegated consent (from say a family member) anc
deemed consentsnfedicalemergenciesiandledby a doctor orspecific requirements

by duly authorizedaw enforcement agencies).

Revoke ConsentsHIUs are expected to implement the rules specified in consent
including time limitationsIndividualswill have the right to review andevoke any
consent that has been issued. HIUs are required to implement the revocation and
provide a confirmation back to the user.

. Partial Sharing:Individuals will have right to share only a part of their record with
doctors as per their will. Howevan such a case, doctors will be informed that they are
being provided with partial information and can advise the patient that treatment
ability may be limited due to lack of full information.

. Voluntary. Sgnup for PHRs will be voluntary and even afignsip, a patient will have

the right to optout. Links to their documents acros$Pswould be deleted.

Records from Govt Schemessovernment schemessuch as PMJAY, NIKSIHAw!I

act asHIPsand issue any medical records from the scheme into patient PHRs.

. Update of an Issued Health Record:a health provider decides to update an already
issued health record, the original record and an auditl tf the change will be available

to the patient.

. User Generated DatdJsers can add reading from IoT and other devikeswearables

to their PHR. The data will be stored in the Health Locker which can a¢tl&éoa the
user. All user added data wiklzlearly and separately labelled to ensure care providers
can differentiate the data generated by other providers vis a vis those added by the
user.

Sharing Health DataPatientswill be allowed to share health data to any HIU with
consent.

Grievance:Users will be provided options to complain about misuse and have any
issues resolved.

Forget My DatalJsers can opt out from linking their records acrb$Bshut cannot ask
HIPgo delete their dataHIPsare required to store the data for users for the period as
required by law. Users can only delete user uploaded data or the copy of the records
they have in their Health LockeAnonymized data ofndividualswill be kept and
continue to be available fopublic health purposes, e.g. epidemiological or disease
burden research, etc.

Federated The design ensuregsatient data will be held at point of care or closest
possible location where it was created, with no centralized repositéwen EHR data
repositories will be collection of links or URIs but not collection of health recotuds.
improves privacy and securityhe organizations intending to be HIPs will be mandated
to follow the minimum standards as defined by NDHM includingusgy, privacy,and
storage of dataThe storage and security of HIP technology systeithbe a part of the
overall certification to be done by STQC, MeitY as explained further in the document.



m. Choice of Health Record ViewemigiLocker initiative of &GD, MeitY shall be one of
the preferred choice of the Government as the Health Record Viewer, in addition to the
Health App to be built as a part of building blocks by the Government. In addition, other
front-end Apps to view the health records will bedeiy available and the choice of the
App will be with the individual; thes@pps will manage the consent mechanisms,
sharingand display of information andvill ensuse security in collaboration with the
HIPsand other intermediariedt will be ensured thethere is no conflict of interesiand
that there is strong protection of PHR against unauthorized use with technical as well
as regulatory frameworKThe original data will remain close to thesource, with the
individual having the right to retain offlingoft copies if needed. The individuatill
have the ownership and control to link his/her health recorgontend apps will not
be allowed to download and store the PHR of the patients amte their own
repositories.Thesewill also not be allowed to use the patient data for any advertising,
commercial or profiling purpose$he Government may also provision for appropriate
IT Infrastructure including storage for Health Lockers as theemesd choice.

2.2.9. Health Data: Personal Health Records

1. NDHM will promote a &derated Personal Health Record (PHR) architecture. Government
health systems and large organized corporates are expected to be early adopters, it is likely t
take some time to cover smaller hospitatdinics,and diagnostic centres in the networko
ensure the same, NDHM will follow holistic approach avitl take into account all types of
health systems to the extent possiblEne Personal Health Record (PHR) will be a longitudinal
record for each individual on the system, comprising all health dataréports, treatment
details, discharge summaries etc. related to one episode or a set of episodes, across one
multiple facilities.

2. HIPs i.e. the facilities who have delivered the services maintain a portion of each individual
record. All health datavill be made accessible to the individual via the Personal Health Record
and the individual will hold complete right to allow sharing or access to the samihesia
finalizedconsent management framework.

3. The individual will be able to view the contenttbéir health records via a web interface and a
mobile application. Access will be provided only after the user authenticates using any of the
authentication methods supported by the underlyiHgalth ID Sharing of health records must
be enabled only witltonsent. Applications must follow the consent (time, access etc.) as given
by the individual and related rules & regulations.

4. The Governmentvill provide only platformsgateways,or systems to get various players
connected with each other. Every individual/institutiovill have the option of storing the
documents on the platform it wishes to. Will never be mandatory that the records be
maintained on Government serversnly. However, the Government will ensure that
individualsare able to get the services at no/low cost, if intended, through Government
platforms as well. Even in such Government systems, the Governmiénstore these in
capacity as fiduciaryConflict of interes and protection of PHR against unauthorised use or
access by any entity to be monitored and regulated through guidelines and enforcement
mechanism to be issued by NDHM.

5. The optionwill be given to all to use services@vernment orprivate sector for storing their
health dataas per their choicewith individual being the primary owner of her/his own health
data. The Personal Health Recondsl be available to théndividual at all times



2.3. Health ID

2.3.1.

2.3.2.

2.3.3.

2.3.4.

2.3.5.

2.3.6.

2.3.7.

2.3.8.

2.3.9.

It is important to standardize the process of identification of an individual across healthcare
providers. This is the only way to ensure that the created medical records are issued to the correc
individual or accesselly HIU through appropriate consent.

Every patient who wishes to have their health records available digitally must start by creating &
Health ID EachHealth IDwill be linked to a health data consent managkftultiple health data
consent managerare lkelyto be available for patients to choose fromealth 1Dwill be designed

to not require a physical card. Healthcare providers will be able to rapidly lookHgakh Dby
searching on thdD, alias, mobile or Aadhaar number. THealth I3 can be presented ie-card
format(s)and issued to patients who need them.

Unigue Health 10vill be promoted. However, generation of Unique Health ID based on Aadhaar
authentication cannot be mandated foeveryone. The concept of continuity of records,
recoverability of ID and retrievability in case of unconscious patéhbe included in the design.

For those individuals intending to seek benefit of Government subsidy schemes (as notified u/s
of Aachaar Act) and those who are willing to provide Aadhaar, Unique HealillllBe generated
based on Aadhaar, following the applicable statutory provisions and regulations.

For those individuals not intending to seek any benefit of Government subsidy schemes, the Healt
ID may be generated after taking suitable precautions to verify the identity using email, mobile
number, or any reliable governmenssued proof of identityFor such cases, @distinguishing
factor/flag at the backend, mapped to thesalth IDwill be available

Facility to link these IDs of one person will be available. Individuals shall be encouraged to mov
towards linking these or towards single health I ém obtain unique health ID based on Aadhaar.
The policies around issue dkalth IDwill be designed to ensure

1. No denial of health service to anyone in any scenario

2. No scope for medical errors arising out of wrong identification of the patient

Health IDshall be generated mainly in health facilities or during the first instance of patient with
health facilities. Health ID can also be issued in organizations that can work with population a
large, e.g. CSCs, schemes like PMJAY, CGHS etc. araisedfion with appropriate
authentication and authorization means with due checks and balances.

Thereshallbe a proper mechanism to create Health ID in the system before implementation.
Aadhaar shall be linked wherever Government benefits are being giventtie concerned
individual, making it unique. However, for others not taking any benefit from the Government,
alternative options may be made available.

2.3.10.Health IDCreation

1. Anypublic hospital, Community Health Centor Health and Wellness Centre acrosdi#nor
any healthcare providetthat is includedin the health infrastructure registry will be able to
support an individual inobtaining a Health ID Patients can also obtain ldealth IDby self
registration from a mobile or a web applicatiofio create tle ID, the individual will need to
providetheir basic individual, demographic and contadibormationto the consent manager
at the concerned health facility

2. Health IBwill need to be digitally authenticatable to enable patistd providetheir informed
consent. One option is linking thdealth IDwith Aadhaar, which will expand the ways in which



authentication forinformedconsent can be performedncluding bianetric, face or OT#®ased
authorization TheHealth IDwill be used for the prposes of uniquely identifying persons,
authenticating them, and threading their health recordslfwith the informedconsent ofthe
patient) across multiple systems and stakeholders.

3. The Government will notify the use of Aadh&ar Healthcare under Section 4 of the Aadhaar
Act. Health schemes that mandaathe use of Aadhaawill need tonotify their schemes under
Section 7 of the Act.

2.3.11.Health IDin Government Programmes

1. Health IDwill be offered as a service with a set of APIs. All government health programmes
notified under applicable statutory provisionae required to integrate with the service and
issueHealth I as part of their programs. This will ensure that healthrmfation from visit to
public health facilities and those being captured across various health programs like RCF
bLY{I! 3 b/53% taW' , @gAff 06S AyOfdzZRSR Ay
Health IDwill not mean the inclusion of all befits under the schemes. Eligibility for a specific
scheme like PMIAY will be verified and linked to the respectivealth ID All Government
health insurance schemes as well are expected to adopt and linkéadth IDfor benefits
linkage.

2.3.12.Health IDLinkage with Family members
1. The possibility of linkingvery Health IDwith those ofHealth ID oK 2 f RSN A& T YA f

including children, spouse, siblings, and paremil be explored within the legal framewark
The Inkage would result in botkDs updating their relationship with each other. Linkages are
important in cases where delegated consentgan donation or family medical histoaye
required. The guidance orefal and regulatory framewonwill be taken from MHFW and
MeitY. TheHealth IDservice will allow users to maintain, customidejete, and update the
informationand relationship status of tyee listed astheir family members.

2.4. Health Registries
2.4.1. Healthregistries are the key building blocks of NDHM. Theytlarenaster data of all the entities
in the ecosystemincluding doctors, hospitals, clinics, laboratoripharmacies,and insurance
companies. Theseegistries providethe basic information aboutthese entities ensure the
reliability of the health information generateds a System of Record (SaRjlincreasehealthcare
provider<accountalility.

2.4.2. Domain and Technology Ownefsr Health Registries
1. All Health registries will have public dataccessible via open APIs, and consented data
detailed data available only otme informed consentof the underlying entity.Each Master
Registry will have domain owner who will be responsible for defining the rules and policies
for how an entry gets added or modified in the Master Registry. ddmain owner will also
take responsibility for ensuring that the key attributes of Registries (ergque values,
completenesy are safeguarded.
2. Possible domain owners for key Registries include:
a. Doctors Registry: National Medical Council/MCI/CCIM
b. Insurers Registry: IRDAI
c. Pharmacy Registry: Pharmacy Council of India
d. Dental Doctorg Dental Council of India,
e. AYUSH Ddars ¢ Relevant bodies within Ministry of AYUSH



3. The domain ownersvill have the primary responsibility afefiningrules, policies,and data
related rights.The data will reside in a federated mogdicluding at States and UBs, defined
in NDHB.

4. As the technology owner of Registries, NDHM will be responsible for developing the
technology, managing the business requirements, and working with various stakeholders. I
will also ensure that design aiss registries, enablepen APIlsvith security share learnings
andserve as single interaction point for users of the Registries.

2.4.3. Underlying Principlegor Health Registries
1. Registries must be carefuldesigned with strong processes to ensure

a. Uniquevalues no duplicates

b. Completevalues no missing values (so ANY transaction can be described)

c. SeltMaintainability : entities carenroland update information themselves

d. Non-Repudiallity: Source okvery attribute is visible; all changes are digitally signed

e. Layeredaccess Clear demarcation of public and private data; conseaged access for
private data

f. Extensibleschema Only minimal data in registries; allow ecosyststakeholders
allowedto provide extended data

g. Open APIsPublic data in registries will be accessible via open ARlssecurity These
may also begublished on the National Data Highw@yDH) to ensure easy access by
other digital platforms being implemented by varioggvernment departments

h. AlignedBenefits Ensure adoption for use cases that keep the datdaigate;

2.4.4. Health Workforce Registry

1. Thehealth workforce registry will covetdoctors, nurses,paramedical staff, ASHAs and many
other healthworkforcecadre NDHM will develophese egistries in a phased manner starting
with the DigiDoctomplatform, including AYUSH doctors

2. To be successfuthe Registriehave to be useful to the entities listemh the Registry (e.g.,
doctors orhospitals)as well ade useful to other members of the ecosystem (epgtients or
insurers orpolicymakers). Utility to members of that Registoy &uto-utility) is critical as the
Registriemeed tobe selfmaintained and updated something that is very hard to dior a
third party.

2.4.5. HealthcareFacilityRegistry

1. The healthcare &cility registry will consist of one record and a unique identifier for each
healthcarefacility in the country¢ hospitals clinics,diagnostic centrespharmacies etc. In the
phase 1, it is planned that NHA will implement the same for hospita¥dJSH hospitals,
pharmaciesand labs.

2. Healthcare providers will experience ease of doing business as a verified entryregistey
will enable them to apply online for several liges like pollution clearance, AERB,
Drug/Pharmacyicenses, PNDTmedicalwastemanagement, etc. The registry will also enable
paperless empanelment to government schemes and private insurancestandardized €
facility record can be shared from the registry with consdiie registry will:

a. enable hospitals and diagnostic clinics participate in the digital health ecosystem

b. allow healthcare facilities to be able tesggn agreements, claim fornad payments
related documents

c. maintain references to ROHINI, NIN and NHRR codes to ensure data;linkage

d. ensure that the contents are unique and there is only one entry for each unique facility.
The system will include methods to ensure duplicate entdasnot be created. The
registry will store the facility informatign



e. make available etailed facility information in standard machumeadable format and
f. offer a set of APIs for applications to query, agioglate,and verify the data present for
each provider.

2.5. Health Claims
2.5.1. As India moves towards UHC, a larger part of the population health costs will be covered by payer

Efficient processing dfealth claimswill thusbecome a key requirement in the health ecosystem.
NDHM will adopt the recommendation of the IRDAI NHA Jdiotking Group on creating a
common IT infrastructure for the sectorAs part of the process, NDHM wiill

1. Define and adopt a standamtClaim form that can be used for any health insurance claim
Public (PMJAY, CGHS, etc) or Private (Re@ibup). The format of the-€laim would be
derived from the FHHR4 standards used globally.

2. Create a Health Claims Platform (HCP) as a public good where health proviglehegpitals,
labs, or primary care cergs) submit their eClaims and Payers gurers and TPAS) receive e
claims via standard APIs. The HCP will provide a set of digital services that will ensure tf
industry can move to common standards for claim processing.

3. Simplify the process of health provider empanelment and make it papebgssdopting a
standard efacility form. The dacility form will contain details of specialitieisfrastructure,
and manpower available at a health facility. The Health€ality Rgistry will store and share
e-facility forms with payers / TPAs on cens.

4. Ensure that the Health Claims Platform adheres to the set of design principles laid out in NDHN
including ensuring nomnepudiability of claims sources and adjudication decisions, verifiability
and explairability of decisions, strong data privacy aedcryption, consenbased data
sharing, reliance on open APWgth security by desigrand open standards, the use of
extensible/flexible machine readable schemas, and a financial model to encourage competitior
and innovation by software providers.

2.6. Health Data Analytics

2.6.1.

2.6.2.

2.6.3.

Every Health Information Provideis expected to generate aggregated data on the health
information that is being managed by them in the federated architecture.

Health Data Analytics platform will be developed that will subscribe to the aggregated data from
all HIPs subject to compliance with the applicable policies and statutory provisions relating to
privacy and data protectiarData feeds are expected to bedgied every day for any incremental
data from thepreviousdata. Federated data lakes can be setup to manage this aggregated data
feed with States subscribing kdAHDR&om within the State and the Centre subscribing td. #/IDRs

in the country.

Advancedanalytics tools including GIS visualizations capabilities will be available to generate ¢
wide variety of reports that would be useful to the policy makeesearchersand publicin
general The tools would be made available to data analyst teams woikirgpth Centre and
States. Thedata from the Analytics platform will also be made available to any interested
stakeholder under the NDHMata SharingPolicy, following allrelevant lawsyules,and regulations

to be evolved by MeitY and MoHFEWhis will be consistent with NDSAP, PDP and-MRoR
frameworks.Health Data Analytiosill primarily use anonymized data.




2.7. Open Telemedicin@and ePharmacyNetwork
2.7.1. NDHM will expand access to care services via a mauabling public and private sectépps.

Unlike aggregators, thigill enable a more inclusive framework of utilization for digital healthcare

platforms.The coreorinciplewill be that a centralized, Government created, owned, operated and

managed engine is created to standardize and institutionaliee core backend for digital

healthcare serices like telemedicine andfharmacy, and open the fromind consumer appg

which will decouplecore engine and front end apgide innovations. Thisill have the following

benefits:

1. Core engine ownership and control with the Government for ensuring accountability, but at
the same time increased consumer choibeough theavailabilityof multiple consumer apps

2. Open availability to participate in the digital healthcare ecosystem, with choice of technological
platforms to all types of service providers (individual doctors, seiaild pharmacies etc.),
irrespective of their size and capc

3. Fully interoperable allowing consumers to pay any healthcare service provider using any app

4. Increased innovation many apps, many languages, many devices, self/assisted payment
options

5. Many market players due to open digital playground

Thiswill alsohelp implement the ideology of valuedded services as defined in NDHB.



Chapter 3
Implementation of the Mission

3.1. Governance Structure and Framework
3.1.1. NDHM is a collaborativaitiative between many ministries/departments. Given timer-linkages
and comprehensiveness of the Missjotme following governance structure is proposed for
implementation of NDHM:

Mission Steering Groug/ K ANBR o6& |2y Qo6fS aAh

Empowered Committee Chaired by Secretary, Health

MoHFW and MeitY National Health Authority
Legal and Regulatory Framework Implementation of NDHM

Governance Structure and Framework

3.1.2. As per the National Digital Health Blueprint, the mission will keep demarate arms; one for
regulation and other for implementation and operational management. These will work under a
defined governance framework, with roles and responsibilities at various levels of NDHM ac
suggested below:

3.1.3. Mission Steering Group
1. The Misds 2y { GSSNAY3I DNRdzLJ gAff 0SS &SiG dzLJ dzyF

Health & Family Welfare and will oversee and guide the Mission. It will have the following
members:

Ministers (MeitY, WCD, Social Justice & Empowerment, AYUSH)

Principal Seintific Advisor

Member Health (NITI Aayog)

Secretaries (H&FW, MeitY, Expenditure)

CEO (NHA)

Additional Secretary (Health)

Additional CEO/Mission Director NDHM

Other members (as needed, with permission of Chair)

S@rpoooTy

3.1.4. Empowered Committee
1. The Empowered€Committee will be set up under the chairpersonship of Secretary, Health and

Family WelfareThe Committee willake the necessary polidgvel decisionshelp the Mission
for coordination with different stakeholders and engagement with different Minist8es
Departments to ensure their participation in the NDHM. It will also supervise theubdf the
Mission to all parts of the countrgnd population of various directories. It will have the
following members:

CEO (NITI Aayog)

Secretaries (WCD, MeitY,cs Justice & Empowerment, AYUSH, Expenditure, DHR)

CEO, NHA

DGHS

DG NIC

JointSecretary éHealth)

"0 00T



g.
h.

Additional CEO/Mission DirectbiDHM
Other members (as needed, with permission of Chair)

3.1.5. Ministry of Health and Family Welfare

1. The MoHFW will provide overall supervision and guidance for the implementation of NDHM to
National Health Authority. In addition, the Ministry will also work towatts legal and
regulatory framework for NDHM and help NHA coordinate with States/UTghendrivate
sector to ensure their participation in NDHM. The Ministry will also issue necessary directions
for adoption of NDHM by all heakltelated initiatives across the country.

3.1.6. Ministry of Electronics and Information Technology

1. MeitY will work with M&HFW for legal and regulatory framework for NDHM wherever
necessary and related to MeitY. In addition, MeitY will play a key role for providing guidance
on proper technological framework, leveraging digital services in proper fashion and emerging
technologes across the globe.

3.1.7. National Health Authority

1. NHA will lead the implementationof NDHM and coordinate with different
ministries/departments of the Government of India, Stat@overnments,and private
sector/civil society organizations. An officer of the rank of Additional Secretary / Joint Secretary
will be deployed fultime as Mission Directoof NDHM for overseeing the operations and
implementation.

2. NHA will have the following key respabilities:

a.
b.

.
J-

Administrative and technical leadership to the National Digital Health Mission
Propose policysupport as required to theMission Steering Group, Empowered
Committee and MoHFW

5S@St2LIYSyld 2F Y2RSta F2NJ aMisgionFAY | yOA
Implementation of policies and decisi@approved by the Mission Steering Group and
Empowered Committee

Coordination with MOHFW and the States/UTs

Engagement with all stakeholders including private sector and civil society
organizations, and develop strategic partnerships to achieve the objectives of NDHM
Resolution of technical and operatialissues

Recruitment of resources from Government and private sector at competitive market
rates

Management of dayo-day operationof NDHM

Capacity building of various stakeholders for health informatics

Details of support needed from other ministries/organizations is placed as Annaxure

3.2. Phased Implementation Methodology

321. ¢KS
paced and agile implementation and provide learnings continually. The implementation of NDHM
will occurin 3 phases.

3.2.2.

ahdaaizy gAft ThiekiBigStast Sinal, Scale EREsINE ¢ FOKE 2 6F A- fW

Phase 1 wilcomprisea pilot in the following areas with a total of 5 services §€2vices with
regulatory clearance)
Andaman & Nicobar Islands

1.
2
3.
4. Lakshadweep

. Chandigarh

Dadra & Nagar Haveli and Daman & Diu



5. Ladakh

6. Puducherry

Phase 2 will be taking forward the pilot in additional States and expand the service bouquet.
3.2.3. Phase 3 will targetation-wide rollout, operationalizing and converging with all health schemes

across India along with promotion, déoarding, and acceptance of NDHM across the country.

3.2.4. Phase 1: Rolbut in Union Territories
1. As a part of the pilot, NDHM will get the technological platforms ready by August 15, 2020 anc
build capacities ofthe stakeholders inthe selectedUnion Territories to start using the
FederatedHealth ID PHR and Registriess defined in the Chapter 2. @happroach of
implementation will be staggered in natureThe details of the pilot with roles and
responsibilities are provided in Annexuse

a. With the development completionfield testing of the product at field level will be
initiated in select public and private institutions

b. Initially, largescale public institutions as well as major private headtle service
providers in the specified UTs will be onboarded on the platforms.

c. Existing Artefacts and Building Blocks that are parthef IndEA framework will be
leveraged to the extent possible by ensuring that they conform and comply with the
core NDHM principles and guidelines.

d. Subsequently, expansion across the Wilkbe initiatedin a timebound manney i.e.
parallel emphasiwill be on the following two core objectives in a tibeund manner:

i.  Utilization of the platforms by all stakeholders and users, ldeglth I being
generated for alilling individuals, new records being pushedRélRmapped
to Health ID registered doctors -signing on web/mobile and generating e
prescriptions, adischarge summaries, other medical documegi@nd getting
the same pushed to the PHR of the individuals.

ii.  Thiswill include preparation and implementation of change magement
strategy to ensure doctors-gign and generate -prescriptions; facilities can
provide edischarge summaries and data is entered in Electronic health records.
Doctors and data entry operatorwill be trained to enable easy adoption of
digital senices.

e. Onboarding of allwilling healthcare service providers in the UTs and their capacity
building & empowerment for maximum usage of the NDHM components.

2. The above mentionewill be done in a timéboundfashion andwill run in parallel to the Phase
2 of NDHM rolout. MoHFWwill help direct and monitor the UTs to fully comply and get
onboarded,with the same to be done oa missionmode. With such support, it is envisaged
that NDHM will move towards 100% coverage tangethese UTs within the FY -2Q.

3.2.5. Phase 2: ExpansianStates & Services
1. In Phase 2 NDHMuill expand work done in UTs to all Statés addition, it willexpand the
service bouquefdetails available in AnnexuB}.
2. NDHM willadopt the followingapproach to roHout the platforms in States:
a. NDHMwill have a dedicated team to work on the-twoarding of Statesand each State
will establish a Mission team for rolling out and management of NDHM at State level
b. Seniorlevel consultationwill be done with the States, with aequest to State
Governments for aledicated team seup for integration, orboarding and rolbut of
NDHM in the concerned State.
c. Stateswill play a leadership role in the implementation of NDHM in their States and
NDHM wil play a facilitatory role.



d. On basis of the initial consultation, Stagpecific approackor roll-out will be prepared,
keeping in mindhe context,needs, opportunities and constraints highlighted by the
State. Thisvill include implementation strategy and integration/rallut timeline in the
State.

e. The State(syill be free to choose the set of healthcare institutions and schemes that
they intend tointegrate in phased manner. However, the overall period for complete
on-boarding and 100% redut will be pre-defined
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level of Mission Steering Group.

g. The progress in implementing the Mission in a State will be included i&ttHteHealth
Index by NITI Aayog.

h. NDHMwill also work extensively and help on State Mission Teamsspgecialists
required for smooth implementationteam building capacity builcthg and enabling
quicker, moreefficient,and effective rolout of the Mission

i. The Missiorwill also promote integration of all related State schenfiesaddition to
the Centrally Sponsored Schemes).

J.  Awards,accoladesand recognition systems will be set up at the natideakl forbest
performing stakeholders (State, District, District Collector, Healthcare Service
Providers, Doctors, Healthcare Professionals, Sarpanch, Village Level Entrepreneu
ASHA etc.)

k. Dedicatedeamswill be put in place fomprivate sector orboarding

3. NDHM will implemen® additionalbuildingblocks and component@vith scope explained in
Chapter 2ps a part of Phase @/hichwill be rolledout in a similar manner as proposed above.
The detailof these 6 components are explained further in tdecument NDHMwill seek to
integrate with systems like eHospital, eSanjeevani, eSushrutldeiker (as the preferred
Health Locker frameworlétc. to leverage the current strength of the public platforms.

3.2.6. Phase 3: Natioswide Roll Out

DigiDoctor

Healthcare
Facility
Registry

Health
D

Personal
Health
Records

1. Phase 3 oimplementation willlargely emphasize on the following:
a. Development, beta testing and @ave for all components of NDHM. Thi#l be done
in an expedited fashion, to ensure tir®und implementation.
b. Nationwide roltout of all components across India. Thidl be done by marking
different zones across theountry on basis of readiness of each State and promoting
the integration with NDHM. This will also include taking care of capacity building.

2. In summary, the following is the proposed way forward for NDHM in phases:

PHASE 1 PHASE 2 PHASE 3

Veerification with MCI/NMC/CCIM/CCH APIs
+ Updating of qualification and 1 nk Real-time feedback and rating of
= Integrated State Councils and registrars e

Linking of accounts - family and relationships All health benefits and policies -
Convergence of different schemes' IDs private and public, linked to health

Cpion of finking with AADHAAR Automatic benefits enablement — PIVUAY etc. [[+]

Health biomarkers based preventive
Metadata and e-Reports with analytics healthcare
Integration with public and private HIPs Personal health analytics for
individual and famiby




3.3.

3.4.

3.5.

a. The verificationshrough MCI/NMC/CCIM/CEBICIviaAPIswill be technically ready in
Phase 11t may be covered under Phaseirhplementation if access to APIs and
verification mechanisms are finalized by the concerned organizations.

Agile Implementation Methodology

3.3.1. The NDHM implementatiowill be done on principles dhe Agile India Enterprise Architecture
(Agile IndEA) Framework. The following 7 core principlé$e followedduringimplementation:
1. Identify, Define and Assess Value

Develop JusEnoughArchitecture (JEA), Jubt-Time (JIT)

Adopt MINIMALIST approach ihlAaspects and at ALL stages

Design a Federated Architectural Model

Axiomize APbased access and Integration

Evaluate anénhanceindividualexperience continuously

Follow Agilgprocurement methods

NogbkwhN

Security and Privacy
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Security is the protection of systems, information (data), resources and services from accidents
and deliberate threats to confidentialityintegrity, and avaibility. The Security Architecture
describes both measures that prevent or deter attackers from accessing a facility, resource, 0
information stored on physical media and guidance on how to design structures to resist various
hostile acts.

3.4.2. To ensure amappropriate level of support of organizational mission and the proper implementation
of current and future information security requirements, NDHM will establish a formal information
security governance structure, and ensure that information security sgias are aligned with and
support NDHM objectives. NDHM witirmulate an hformation Security Policy which addresses
all related aspects.

3.4.3. In addition, for complete security and privacy orchestratid®HM will bring in forcéhe following
policies taking forward the guiding principles in NDHB
1. Health IB Health 1D Policy
2. Data Sharing Policy
3. Security Policy
4. Privacy Policy
5. Strategic Control Policy

Legal and Regulatory Requirement

3.5.1. TheNDHMcomprises 35 building blocks in totality. The IT systems envisadjdre designed and
the existing IT systems enhanced suitably to meet the requirements specified fethenaData
Protection Bilend Nonpersonal Data Framewoyrks well as théT Act 2000 and the Aadhaar Act
2016 the rules and regulations notified theunderand other relevant acts, rules and regulations

3.5.2. Health ID
1. The process of generation biiealth IDinvolvesvoluntary usage of AADHAAR. il require
a notification under Section 4 of AADHAAR Acttaddition, notification under Section 7 of
AADHAAR Aatill also be needed with respect to all Government financed health benefit
schemes.



3.6.

3.7.

3.5.3. Consent Manager

1.

2.

NDHM will ensure that informedonsentof the individualis taken forcollecting storing,using,
and sharing of health datd.owards these, the standards shown in Table below will be used for
designing the systems and workflows required for consent management:

Purpose Recommendedstandard
ConsentManagement [L{ hk¢{ wmMTdTpYHAmMp | SIFfOGK L
requirements for consent in the collection, Use or Disclosl
of personal health information
Consent Framework Electronic Consent Framework (Technology Specification
v1.1) with its subsequent revision(s) published by MeitY.

The above standard will be implemented in a way consistent with the applicable laws such a:
Information Technology Act 2000 (and its amendments), various directions, and rules of
National MedicalCommission and its State counterparts regardimfigrmed patient consent

and protecting patient privacyNDHM will institutionalize & Informed Consent Policy to
standardize the processes related to consent management across the digital healthcare
ecosystem.

Stakeholders and Stakeholder Engagement

3.6.1. NDHMwill actively garner inputrom all stakeholderduring conceptualization, development and
roll-out. NDHM proposes aomplexsystem that can be realized through high quality expertise
flowing into the architecture, design, and development phases, not merely within NDHM
organization but across all thegakeholdes in a proactiveand coordinated wayA stakeholder
wise approach is placed as Annexdre

Procurement Strategy

3.7.1. The implementation of NDHMiill be done in 3 phases, and the pilot phase is to be rolled out
before 18" August 2020.To achieve this an agile procurement strategy is planned for the
implementation. ForPhase 1 the procurementwill be done in an expeditious manner, and is
divided as pr the following structure:

1.

2.

Manpower/Resources for overall strategy, technical architectumplementation,and rollout
supervisiorwill be internal to NHA
For development and coding activities pertaining to the building blocks to be releasqzhés a
of pilot, it is planned that:
a. the currentinternal IT strength of NHA, available for-BAY will be utilized.
b. topping up the same, additional resources and servieididoe engaged througbther
routes, such as througkmpanelled agencies under NICStompany under NIC, MeitY.
For phase 2 and 3, it is envisaged thdestion of partners through open tender process|
be done for the following components:
a. Project Management Team for NDHM.
b. Software building blocks development, maintenance, and rgan@ent for all software
components of NDHM.
c. IT Infrastructure and cloud services for NDHM.
d. Security components, SOC and POC for NDHM.
e. Internal infrastructure and office operations / management for NDHM.
The policy of MeitY on open standards and open sowafware will be adopted in all
procurements relating to NDHM implementation. Interoperability will be inherent to all the
building blocks.



3.8. Health Infrastructure

3.8.1.

3.8.2.

3.8.3.

3.8.4.

3.8.5.

3.8.6.

Privacy by desigrequiresan Infrastructure layer to be established for management of the key
data services in a compliant manner. The Government Community Cloud or Virtual Private Clou
infrastructure, as defined by MeitY, will be adoptéal host data building blocks in Level 1
(National) and Level 2 (State). A hybrid cloud environnvgtitoe used for other levels and layers.

For the initial implementation, the compute, storage, memory, infrastructure, and networks
available with NHA on Government Community Cloud, being currently leveraged fdARMill

be expanded for the implementation of NDHMowever, a separate domain, VLAN and cluster
will be created for entire cloud infrastructure to be used for NDHBJbsequently, procurement
of cloud servicewill be done, which is explained in detail in the procurement section.

Government servers/cloudhallbe preferred for storage and hosting applications in Phase . If

not available, the current Government Community Cloud may be leveraged by Nshalllie
ensured, that there are no proprietary systems/tools being used by Government Community Clouc
that may restrain migration to Governmeservers, if planned later. Theshallbe provision of
conflict of interest and protection of PHR against unauthorised use if it is with &oeBrnment
entity.

Secure Health Network

NDHM will be built to work on public networks by defaulVherever access to sensitive or
F33aNB3AFGSR RFEGF Aada Ay@2ft 3SRT aS0OdzaNE 02yySOi
YSRAOAYSS ¢St SnNIRA2f238 SG0d G KIlow &ddy,digiNS
bandwidth network system will be specially designed.
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Virtual Private Cloud (VPC) with stronger security and privacy policies and infrastructure. Key dai
huomat 3SYSyid ASNBAOSa 2F (GKS aAiaarazy gAftf o0S

Security and Privacy Operations Centre (SOC)

lff S@gSyia 2y GKS |1 SFHfGKmn/ t2dzR FyR (GKS | S|
ensuring every data byte is highly secure. Thi lve achieved through a Security Operations
Centre (SOC). NDHM will establish a Privacy Operations Centre (POC) to help drive compliance
the privacy requirements, adherence to which is a must in the health sector. The POC will monito
all access to fivate data, reviewnformedconsent artefacts, audit services for privacy compliance,
evangelize the privacy principles on which the building blocks of the Mission will be built and bring
trust and strategic control in the usage of health data in the estesy.

3.9. Resources and Support

3.9.1.

3.9.2.

To implementat the scale ® whichNDHM is envisaged to growaving a dedicated team working
to achievdts vision and objectives missiorcritical. CEO, NHA will undertakled overall strategic
management andmplementation relateddecisions.

Team

1. It is planned, that a dedicated division in National Health Authowity be working on the
operationalization and rolbut of NDHM across the country, led by an officer of the rank of
AS/JS, Government of India the capacity of Chief Operating Officer of the Missidhe
following teamswill be working for the same:
a. Core Prgect Management Team



i.  Management team directly hired by NHA
ii.  Consulting tearfs)
b. Development and management teams in the following verticals
i.  Administration and Finan¢®lHA current team may be leveraged)
ii. Digital Health andT
iii.  StakeholdeiCoordination
iv.  Security

c. NHAQ &urrent teams working on PMAYwill be leveraged wherever appropriate, for
expedited implementation of NDHM. Thigll ensurefaster rolkout and convergenceas
well asfinancial savings.

d. In addition, a total of 27 new positisnwill be createdas per normsfor the overall
implementation and management ofHM Of these, 19 positionsill be utilized from the
initial period and the remaining ®&ill be utilized in subsequent years of implementation
as required according to the expansion of NDHM.

i. Of these 27 positionsthe following 6 positionswill be mandatorily filled by
Government employees only (CSS/AB@Jitional CEO and Mission Director
ii.  Director (Stakeholder Coordination)
iii.  Director (Administraon & Finance)
iv. General Manager (Administration)
v. General Manager (Finance)

e. The remaining 21 positionwill be filled through a mechanism similar to the flegpol
created by NITI Aayog, wherein people from Government, as well as private sector (a
competitive market rates), could be engaged.

f. The proposed organogram for National Digital Health Mission is placed as Annexure 5.

3.9.3. Budget
The envisaged budget requirement for the implementation done by National Health Authaltity
be 144 Crores. Further componentise breakup of the budget is placed as Annexure 6.

3.9.4. Way forward for NDHM
1. NDHMwill initially be incubated athe National Health AuthoritySubsequentlyafter learnings
of Phase 1the way forward for NDHM may be evaluatadd suitable modeWill be selected
The following are probable options for operating NDHM:

a. Continuation at NHAThe Missioimay continue to be operated by NHA, in which case
the separate Division created by NHA for implementation of the Mission during
incubation period mayecomepermanent in nature. Thiwill be independent from
other operations of NHA.

b. Another entity relatedto NHA A new functionally and financially autonomous entity
under NHA may be created, to take care of overall operationalization and management
of NDHM Thiswill be similar tothe NPCJcreatedto manageUPI. The Mission mde
transferred fromaninternal division of NHA to this newly created entiglpng withthe
core team created duringhe incubation period, with expansions / replacements as
required. NHA may continue acting as a guiding organization to this new entity.

c. Distinct entity not linked to NHANDHMmay betransferred to a new entity as finalized
by the Mission Steering Group. Accordingly, either new teams mayaade of all
products and teams may b#ansferred including overall operations, stakeholder
engagenent, administration, and finance.



3.10. Risks
3.10.1.The following know risks are to be overcome durindhDHM implementation and
operationalization:
1. Acceptance and usage of NDHMildingblocks by other stakeholders, especially private sector
a. Striking the righbalance between service orientation, financial models and not diluting the
public good nature
b. Clarity on the components and building blocks of NDHM and their timeline of
implementation
c. Keeping pace with technologicativancesand adoptingthe latest standads, e.g.those
related tochanges in anonymization practices etc.
d. Cyber security and fraud control risks
e. Data migration between cloud servers, maintenance of data and core infrastructure

3.10.2.NDHM will followthe principles of ISO 31000 standard for risk management. The 1SO 31000
standard provides a basis faranaging isk within an organization. This standard comprises of a
set of principles, framework and process that may be followed to ensure appropriate risk
management within the organization.

3.11. Expected Outcomes
3.11.1.The various artefacts and deliverables of NDHM are designed and developed in such a manner

to enableprogress towardshe following outcomes:

1. All individuals will be able toonvenientlyaccess theipersonalhealth records;

2. Leveraging longitudinal health record damagre peoplecentredcare, reducing the occurrence
of repeateddiagnostic tests unless warranted;

3. Individuals will be able to agegatetheir health data in a single application (PHRhough
multiple agencies/ departments/ services providers are involved where the data is generated;

4. NDHM will assure the continuum of care for individuals, across prirsacpndaryand tertiary
levels and across public and private service providers;

5. A framework fora Unified Communication Centre will be prepared to facilitate services and
outreach;

6. NDHM will support national portability for healthcare services;

7. Privacy of personal and healttata, andinformedO2 ya Sy dnol aSR | OdnS & a
inviolable norm with whichall systems and stakeholdensll comply,

8. NDHM will be aligned to the SDGs related to health;

9. b5l a gAff SyloftS SOARSYyOSnodandi SR Ay uSNBSy

10! 62@0S Ffft>x GKS Iylfe@idAOlt OF LI oAf-makikgadd 2 F
policy analysis.

3.12. Conclusion
3.12.1.With increased ease of use, acceptanceah®/peopleand adaptation by service providers, digital
health interventions can accelemtprogress towards UH@nd improve populationhealth
outcomes. By establishing a comprehensive, nationwide integratedigital health ecosystem
NDHM will contribute significayt to achievinghe goals of National Health Policy 2017 and the
SDGs relatd to health.

3.12.2.NDHM will mark a new beginning ftine Indian digital healthcare ecosystem enabing more
effectivedelivery of healthcare services antbving towardsealth to all.



Annexure 1
National Digital Health Mission: Building Blocks

The National Digital Health Blueprint recommends that a federated architecture be used instead of larg
centralized systems for the management of health information. This is essential for enhancing the security ar
privacy of personal and sensitive infortiwa of the patients while ensuring interoperability and technological
flexibility and independence.

The infrastructure layer of NDHM will create secure networks wherever access to sensitive health data is
involved, setup proactive Security and Priva@ef@tion centres to protect data and support patients on any
grievances in getting access to their data.

The data layer of NDHM will help create the master data across various aspects of health care including
identification of patients, doctors, health ddities, drugs, etc. It will also create the digital assets required to
support adoption of health standards.

The technology building blocks layewill provide useful digital services to the sector including health
information exchange, consent managenhemonymization, telenedicine, health data analytics etc.

Citizen Access MyHealth Appls) HealthPortal | HealthLocker (PHR) ,  Value-Added Services

Applications
e Local
s 8 .Ize‘m";;:)o;: Anonymizer (F) Consent Manager (F) Telemedicine Offline Tools
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(0 SEEET Dat ‘& """""" m m
- Health Workers Data Lab/Diagnostics Claims Public / Private
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IT Infrastructure at the Facility ’ Access to secure health cloud ’
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E 8 ﬁd"zm Health Analytics (S) Consent-Management-as-a-Service Anonymiser-as-a-Service
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M Ma ............

()] Nurse/Paramedical Directory NCD registries PUM ¢ / Private

Infrastructure

S0C(5) ’ CallCentres ’ Secure Health Network (5) ‘ Health Lockers (PH) '
oy Applications -
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g 8 ;ed":;‘lzsy Health Analytics (N) Health Information Exchange GIS Tools
uliaing —_—
2 MY g e v R =
< ............... a .......... PHI/UHID Facilities Directory ~ DoctorsDirectory  Repository of Standards/APls/Metadata/Data Dictionaires Public Assets
2 Infrastructure ‘ ‘ ’ ‘
Secure Health Network (N) Privacy Ops Centre Security Ops Centre (N) Health App Store

Federated Architecture NDHM
While the technology scope of NDHM is to design and create these 3 layers, educating and supporting
stakeholders in the ecosystem to integrate with the ARIm these layers is the key part of this scope.
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Minimum Viable Architecture (MVA)

Citizen Access - Mobile App Process for each

— - Building Block
1.Functional Requirements
e-Health PHR EMR Web
Card WebViewer App
3. Define Interfaces/ API's
cstoics JlI o+owvtal
1 .
Registries 4. Design Database Schema
— 5.Identify 0SS Products
- Health Facilities
DigiDoctor Account Directory
Exchange Manager

The above mentioned MVill be the first set that the Mission will deliver. With the MVA, the Missiolhget
its initial movement, and additional building block#l be added to enhance the overall National Digital Health
Ecosystem.

2.Determine Components

6.Develop API's / Services

NATIONAL

As a part of the MVA, individual at the cavél be able to access healthcare services throughHkalthmobile
application. All digital health servicesll be available to the individual through this appwlill be one reference

app, and with Value Added Services more such apps may be made by public/private sector leveraging the c«
platforms owned by the Govement.

The MVA is a minimal version of the overall architecture as explained in the previous section of this Annexur
It still keeps the 3 verticals of National, State and Facility level interventionsvihdtte done. At the national
level, the DigiDdor, HealthlD, Facility Directory, DatBxchangeand Consent Manager systemd| be set up.
Thesewill be working through the Health cloud. At the State level, tHdospital system should be available,
with HER repositories and federated registriesnigeavailable. At facility level, thetealth Card, PHR web
viewer and EMR web appill be available.

The above mentioned, as the base MM enable the Digital Healthcare Ecosystem.



National Digital HealthiMlission: Support needed

Annexure2

Ministry DigiDoctor Platform Health Infrastructure Health ID Personal Health Record | Tele Medicine | e-Pharmacy
Registry
Ministry of Health Populating Registry Creating Registry Adoption of Health Populating and 1 Sharing of 1 Sharing of
and Family Welfare 1 Integration of all { Full access to NHRR | ID expanding PHR details of all details of all IT
MoHFW & State / NIN /NQAS data via | T Natification for use 9 Issue a guidance to all IT systems systems related
applications with APIs to NHA of Aadhaar in health providers that related to to this topic
DigiDoctor platform Health Sector under they must provide a this topic 1 Overall legal
E.g.- e-Hospital Populating Registry Section 4 of digital copy of health 9 Overall framework
(NIC), e-Sushrut 1 All hospital Aadhaar act records to patients via legal
(CDAC) and empanelment under I Mandate all health the new national framework
eSanjeevani any government programs in the standards.
9 Sharing of details of scheme must be country to adopt i Mandate all programs
all IT systems related mandated to accept Health ID and start to implement the
to this topic standardized facility integrations Health Information
data from the NDHM | § New health Provider (HIP)
registry. programs to follow Specification as part of
1 Nodal officer of NDHM principles their software systems
Health Ministry in and integrate with 9 Sharing of details of all
each state to be NDHM components IT systems related to
appointed for NDHM | { Sharing of details of this topic
support. To ensure all IT systems
all public health related to this topic
facilities update
information
9 Sharing of details of
all IT systems related
to this topic
Ministry of 9 Sharing of details of 1 Sharing of details of 1 Sharing of details Creating PHR 1 Sharing of 1 Sharing of
Electronics and all IT systems related all IT systems related of all IT systems 1 DigiLocker details of all details of all IT
Information to this topic to this topic related to this topic application may be IT systems systems related
Technology modified to support related to to this topic
consent management this topic
and viewing of Health
records in the app,
and be the preferred
choice under NDHM,
with other options
being available as
per choice of
individual.




Ministry

DigiDoctor Platform

Health Infrastructure
Registry

Health ID

Personal Health Record

Tele Medicine

e-Pharmacy

1 Sharing of details of

all IT systems related
to this topic

Medical Council of
India/ National
Medical
Commission

Creating Registry

T MCI / NMC to provide
currently available
data to seed the
DigiDoctor platform

TMCI/NMC to

perform verification
for entries in the
NDHM DigiDoctor
platform

Populating Registry

T NMC to mandate all
doctors to get
registered in the
DigiDoctor platform
as prerequisite to
provide any services

1 State Medical
Councils to be
requested to adopt
the DigiDoctor
platform

9 Allow doctor photos
to be displayed as
part of their digital
profile

Onboarding of relevant
facilities on NDHM
platform

Ministry of Women
and Child
Development

Adoption of Health

ID

1 Mandate all WCD
health programs
to adopt Health
ID and start
integrations

1 New programs to
follow NDHM
principles and

Populating and
expanding PHR

f

Mandate WCD
programs to
implement the Health
Information Provider
(HIP) Specification as
part of their software
systems




Ministry DigiDoctor Platform Health Infrastructure Health ID Personal Health Record | Tele Medicine | e-Pharmacy
Registry
integrate with 1 New programs to
NDHM follow NDHM
components principles and
integrate with NDHM
components
Insurance Sharing of data

Regulatory &
Development
Authority of India

structure, protocols,
and APIs for ROHINI
system

Ministry of AYUSH -
CCIM

Creating Registry

9 Ministry to provide
currently available
data to seed the
DigiDoctor platform

9 Ministry to perform
verification for entries
in the NDHM
DigiDoctor platform

Populating Registry
9 Ministry to mandate
all doctors to get
registered in the
DigiDoctor platform
as prerequisite to
provide any services
1 States to be
requested to adopt
the DigiDoctor
platform
Allow doctor photos to
be displayed as part of
their digital profile

Onboarding of relevant
facilities on NDHM
platform

Dental Council of
India

Creating Registry
9 DCI to provide
currently available
data to seed the
DigiDoctor platform
1 DCI to perform
verification for entries

Onboarding of relevant
facilities on NDHM
platform




Ministry

DigiDoctor Platform

Health Infrastructure
Registry

Health ID

Personal Health Record

Tele Medicine

e-Pharmacy

in the NDHM
DigiDoctor platform

Populating Registry

1 DCI to mandate all
dentists to get
registered in the
DigiDoctor platform
as prerequisite to
provide any services

1 State Dental Councils
to be requested to
adopt the DigiDoctor
platform

I Allow dentists photos
to be displayed as
part of their digital
profile

Ministry of Road,
Transport &
Highways

Integration with relevant
systems and
coordination with state
governments for
sharing data of
ambulances and other
vehicles related to
delivery of health
service

Ministry of Finance

APIs for verification of
PAN, TAN and GSTIN
number

APIs for verification of
PAN, TAN and GSTIN

APIs for verification
of PAN number

Ministry of
Commerce - QCI

Creating Registry

9 Full access to NABH/
NABL data via APIs
to NHA




Annexure3
National Digital Health Mission: Pilot Services

1. The pilot in selected Union Territories will cover implementation of core digital health services for all
residents and healthcare ecosystem in the said UTs. The following services will be a part of the pil
implementation:

a. Allindividuals will be able to getréealth ID(with option to get it verified with AADHAARherewill not
be any financial expenditure by any individual for gettirtdealth 1D

b. All doctors will be able tenrol onthe DigiDoctor platform

c. All hospitals and labs will be abledarolin the Health Infrastructure Registry.

d. Software in all Hospitals, Commd@ervice Centres and all institutions successfully registered under
Health Infrastructure Registry will have facility to isddealth ID Other institutions may also be
empanelled by NDHM to isstitealth IB.

e. Doctors will be able to access health records of an individual with reqinéitaned consent andoush
yS6 KSIEGK RFEOGF G2 GKS tSNRBR2YIt | 8dathdDK wSO2NR

f. Labs, Diagnostic Centres, Imaging Centres etc. willbe abldlrd K G KS NBLIR2 NI a RAN
Personal Health Record.

To get the above implemented, multiple components as explained in Chaptidiiie developed and rolled

out. Engagement of teams for these systemwili be done as per the procurementrategy explained in the

strategy overview.

A

2. For each of the core components:

a. Engagement of additional resourcedll be done to topup the currently available strength

b. Development of technology systems and deployment on Government Community Clou@ Piiteate
Cloud will be done, to make the product live for the pilot areas

c. A dedicated management teawill be deployed for expedited retiut before August 15, 2020.

d. A stakeholder engagement consultatiavill be planned with the concerned UTs for thdopiphase
readiness and expectation explanation to them.

e. Awareness generation about the platform will be done across the UTs.

f. Detailed IEC and capacity building exereiebe taken up at all levels, in joint consultation with the
concerned UT.

g. Training and capacity building of all stakeholdeilsbe done by NDHM capacity building team

3. FederatedHealth ID

NHA will start a platform for creation of a Federatdealth ICfor the purpose as defined in previous chapter,

with the inbuilt option for Aadhaar authentication enableHealth IDand mapping with different

schemes/benefits.

a. Notification under Section ¢f AADHAAR Auiill be taken up by MeitY and MoHFW

b. Notification under Section 7 of the AADHAAR Wit be done with respect to all benefits under
Government schemes, and the sam# be taken up by MeitY and MoHFW

c. The UTs will organize registration arsvfor sharing required information and for issuancedeflth 1D
(Doorto-Door drives/ Booth drives)

4. DigiDoctor Platform
With the scope defined in the previous Chapter, DigiDoctor platformwill be built and made ready for
usage at the field level.



a. NDHM and UT Governments will issue necessary guidelines for all doctors to get registered on tt
DigiDoctor platform

b. MCI/NMC and other authorities will issue necessary directions to State Medical iSoand other
concerned authorities for verification of all doctors who have applied orDigéDoctor platform

c. Currently available dataill be leveraged to the extent possible to save time and effort

d. No Personally Identifiable Data, including mobile nenstand email IDswill be shared without the
informed consent of the individual/doctor.

5. Healthcare Facility Registry

Like other components, the Healthcare Facility Registiiyoe prepared and put in public domain as a part

of expedited action plan for implementation of NDHM Pilot Phase.

a. NDHM and UT Governments will issue necessary guidelines for all hospitals and labs to get registered
the Healthcare Facility Registry system

b. NDHM will also setip a first level verification team for all applications received

c. Government will issue necessary directionsite concerned officials for verification of all hospitals/labs
who have applied on the registry

d. Currently available dataill be leveraged to the extent possible to save time and effort

6. Personal Health Records (PHR)

As a part of PHR systerra PHR viewer, a Consent Manager and PHR Gatgilde set up. This system

will enable the following:

a. Request to access specific health record of an individual on basis of heeaith 1D

b. Informed ®nsent of the individual for giving rights to the requester to access the specific health record

c. Adding of records to the longitudinal Personal Health Reobtte individual

d. APIs for already running systems to integrate with NDHM system

For expedited development of the system:

a. Engagement of additional resourcesll be done to topup on currently available strength as per the
procurement strategy

b. Developmenbf system and deployment on NHA GCC will be done, to make the product live for the pilot
areas to use the same

To ensure optimum utilization of the systems:

a. NDHM and UT Governments will issue necessary guidelines for all hospitals and labsitheget
integrated with NDHM APIs for PHR or evaluate usage to NDHM PHR systems

b. Training and capacity building of all stakeholdeilébe done by NDHM capacity building team

7. Digital Healthcare System for small facilities

a. To ensure maximum adoption d¢iedth ID and Personal Health Records across ssiadd health
FILOATtAOASEA YR AyaluAaldziazya ¢gK2 R gréaie a kelergnse |y
application for small facilities, that will enable them to is$tealth 1D access already cued Personal
Health Records witlinformed consent of the individuals, generate prescriptions, reports, discharge
adzYYFNASE SG§O0d yR aKIFINB GKS &alyYS G2 GKS AYyRA

b. The system will be available directly from the Government tofadilities on necost basis to the
institutions who intend to use it, post authentications and authorization. It will be open source in nature
¢ and will enable continuum of care as an integral component of NDHM. NDHM will also encourag
private sector gencies to develop such software and get it certifted MeitY through empanelled
service providers under STQC as per guidelines igsudldDHM for use by health institutions.

8. Mobile App
35



As a part of the pilot, a mobile applicationll also be released. The appll enable the individuals to have
an access to the entire set of services on mokifeom creation ofHealth ID access to reports and past
health documents, givenformed consent to doctors to have an access to their health records to finally
getting new ecords added to their longitudinal PHR. The aplpfurther be expanded to ensure complete
m-Governance for all components thaill be added to the NDHM bouquet of services.

National Digital Health Mission: Core Services in Subsequent Phases

. Health Clams Platform

The National Health Claims Platformil be developed and rolled out for various Government health claim
schemes such as RIAY, ESIS, for BoCWs and CAPF. The remaining public and private health insurance
be brought onboard with supportof MoHFW, other ministries and IRDAIl/other bodies. All OPD and IPD
claims for schemes eboarded with NDHM will be routed through the Health Claims Platform. All health
claims being processed through such centralized platfarirbe regularly monitored.

. Telemedicine

The system as explained in previous chapter, will be made ready technically as per Telemedicine Pract
Guidelines 2020, Indian Medical Council (Professional Conduct, Etiquette and Ethics Regulation, 2002) ¢
other relevant lawstules,andregulations. The system may be custom built, or a currently running product
may be consumed with 100% ownership and control of the platform with the Government. Once legal an
regulatory clearance is obtained, NDHM will +@lit the telemedicine system 8t as a pilot, and
subsequently be rolled out across the country. Wik also require private sector participation to enable
choice of service delivery and enhanced access to interested individuals.

. e-Pharmacy

Like telemedicine, ©€©harmacy system as Wewvill be made ready technically. Once legal and regulatory
clearances are obtained, the platforwill be made live in phased manner. FePbarmacy, allan Aushadhi
Kendraswill be integrated to ensure maximum promotion of genemedicines system. In addition, private
sector players of €harmacywill have equal opportunity to join hands with the platform for delivery of
services. Private sector participation will be done befibre launch of the é?harmacy service platform to
ensure their active participation.

. Anonymizer asa-service

The Anonymizer that will be built by NDHM will take data from the Health Locker and/or other health data
sets, will remove all personally idendifile information to protect privacy and will provide the anonymized
RFGF G2 GKS 1SFTGK LYF2NXYIGA2Y | ASN® ¢KS aeads
data. This building block, once reaawi)l be shared in public domain for understandiand access. The
building block will be first integrated with all schemes / building blocks alreadyoand with NDHM. For all

new applications / systems, wherever deemed necessary by NDHM, the service will be by default integrate

. Health Analytics

Asit is explained in Chapter 2, while the building block of health analytics can have very large scope in tern
of the number and nature of themes for analysis.

The following 6 initial set of themes with the corresponding benefits, will be taken up by NDHM
establishing Health Analytieguality of Care, quality of data, wellness, public health, fraud and abuse, and
policy support.The above mentionedvill be dependent for a large extent on integration with other
Government schemes. Therefore, the StagriCommittee will guide NDHM on the said subject, and
promote maximum schemes getting integrated with the system.
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6. GIS/ Visualization
The need and importance of GIS/ Visualization is elaborately explained in Chapteitldtaken forward
by NDHM ira multiHlayered approach. The system will take data sets from the health analytics system anc
produce outputs that can be consumed by the application layers. The GIS services will help in regional/sta
level planning and monitoring of health services.piblic good, iwill be readily available to all (with due
identification, authentication, and authorization).
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Annexure4

National Digital Health Mission: Stakeholder Engagement Plan

NDHMwill combine twin capabilities, namely, the architectural and design capabilities for creating the core
components and the coordinating abilities to enable and facilitate the implementation by all other stakeholders
in a concerted way. This will also help avduplicative efforts by multiple States/ organizations. Such common
serviceswill6 S NBdzal 6t ST YdzE GAnMGSYFy iz 2Ly &a2dz2NOS> | yR
The following stakeholder engagement strategy should be followed for different types of stakeholders:

1.

Individuals

With individuals being the most important stakeholder and staying at the core of the entire NDHM ideology
it is first and foremost extremely critical that they should have belief and engagement towards the initiative.
It will be ensured, that peopicentric approach is followed for all applications and user experience /
feedback / enauser comfort will have enough weight in development and upgrading of the systems.

Government

Health is a State subject under the Constitution of India. Several girthEosed implementations need to

be accepted and implemented by the State/UT Governments. An appropriate structure will be designed fc
a concerted action by the Central and State Governments for the successful implementation of NDHM. TF
is particularlyimportant in view of the need for a widespread adoption of health informatics standards and
of the building blocks of NDHM. Such a coordinated action is also required to ensure that the fundament:
premise of federated architecture adopted by NDHM suceeatthe ground level. An equally important
area needing close coordination between the Centre and the States is the security and data protectio
obligations envisaged under NDHM.

Public healthcare schemes, initiatives and related ministries/departmeiiitsbe playing an extremely
critical role in making NDHM a success. The Missithprovide building blocks and backbone for the entire
healthcare ecosystem for the countgyhowever, it would give desirous outcomes when optimally leveraged
by the currently running and newly initiated schemes/programs. In this regard, regulatory assvether
supportwill be provided by MoHFW, MeitY and other ministries. NDWii also provide technical and
management support for integrating the legacy systems and data to concerned Government entities for a
integrations.

Private Ecosystem

In the Indan context, due to its size and diversity, the mammoth task of NDHM requires that a holistic,
comprehensiveand interoperable digital architecturbe crafted and adopted by all the stakeholders,
including Private sector. In the context of the evolutiohaodigital ecosystem, the building blocks and
reusable frameworks or artefacts will be built in a manner that most stakeholder groups rely upon for
designingdevelopingand delivering their services.

To ensure implementation with federated architectuiewill be important that private sector joins hands
with NHA for being HIPs, especially the hospitals and labs. To ensure proper functioning of the sam
guidelines anctertification process for an organization to be eligible to bewdlbe establisked by NDHM

as a part of implementation3.he certificatiorwill be done by MeitY through empanelled service providers
under STQC as per guidelines issued by NOHBEMissionwill enable and promote the development of a
host of innovative applicationsatdLJLJa o0& &G Nl mdzLJa FyR SYGdNBLINByYyS
the individuals and other stakeholders.
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